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wget http://www.directadmin.com/setup.sh
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Allow users to Park/Addon Domains on top of domains owned by other users. (probably
a bad idea(

Enable verbose dns zone syncing (for testing purposes only, not for production use(

S Jled S s 9 25 95050
Allow Creation of Parked/Addon Domains that are not registered
Prevent users from parking/adding on common internet domains. (i.e. hotmail.com,

a0l.coM Jio slo aiels b 590 pou o5l LT a5 aXe 5,50 o) (@O0QIE(4 L 25 SU o, I3z eoil

S Jled e oo 350 )lge
When adding a new domain, automatically create A entries for the registered
nameservers if they would be contained in the zone.
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Prevent the user "nobody" from sending out mail to remote addresses (PHP and CGlI
scripts generally run as nobody if you are not using PHPSuexec and Suexec respectively(.
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Configure PHP and SuExec
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Allow Anonymous Logins ---> No
Allow Anonymous Uploads ---> No
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Lxguard for this server is not configured. Please Click here to configure Lxguard since it
is very important that you understand what it does. Lxguard is critical for the security of
your server, at the same time, it can block your own IPaddress from accessing the server,
which can be frustrating if you don't know what's happening.

a5 s Click here to configure Lxguard «iss a5 cewd oygen o,

| Have Read About Lxguard And Understands s ¥« 5, ol 5, o3)laie slow 45 axi o o
sy g, Update 5 usp 4, What It Does

25 S5 (home(admin ), suS'slS 5550 525 Y

Sedos 4zlge p5 9590 b Yleia] as
Alert: The identification name for your mail server is not set. This means that many

public mail
servers like hotmail will reject mails from your server. Click here to set it

QS Sy 9, g laie g 0 SUUS click here to set it e o
webhostingtalk soe oo Mo 90y ol 4 : My Name

A o, %15 90l : Max Smtp Instances

Yo o5 - Additional Smtp Port

Ay g, UPAALE 5 o5y cans o)lge 4k &
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Sy 9y 4y polie g Server mail setting « o, , Web & Mail& DB ¢ ;s home Lol axis o
webhostingtalk soe cpe s 2 ool 4 : My Name
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YO o,l5 - Additional Smtp Port
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Information: Your Contact Information is not set properly. Click a5 axa o ol Yiais!
sLs here to fix it

5y Cadm] g aS 0)lg g, Hodhas! w,ol Email Address cos o 5 ous SLUs Click here to fix it s,
S

shol axmino 45 000 5 5ojlbeo
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aS S8

ns\y.gignic.com S : DNS Template Name
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ns).gignic.com S : Primary DNS

nsy.gignic.com Stw : Secondary DNS
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Advanced PHP Config
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S
rm -fv csf.tgz
waget http://www.configserver.com/free/csf.tgz
tar -xzf csf.tgz

cd csf
sh install.sh

Sl LA sies 505 5l as Ll ST
You need to install the LWP perl module (libwww-perl) and then install csf
S 9y p) s5ed W3,95 » liDWWW-perl 0090 el (o 51800 5,0 2 L
1S
yum -y install perl-libwww-perl
ad coal JlgplB b asn g) pj jews dm g
1S
sh install.sh
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Slacs sl giloee a5 0500 ol 40) Qg o2 9y 25 J>e b asb virtuzzu |, OpenVZ L 05 o o 6y &
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S

nano /etc/sysconfig/iptables
S Cannn (5 OO 9y ) b Foeled a

1S
A FORWARD -j ACCEPT -pall -s «/- -i venet--
A FORWARD -j ACCEPT -pall -s -/- -0 venet--
A INPUT -i venet- -j ACCEPT-
A OUTPUT -0 venet- -j ACCEPT-
Gl b 99 am 5 Y amy G X sl (55 0l 5 908 s 0
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S
nano /etc/csf/csfpre.sh
S Sy (25 OO 9, n bk el g
S
iptables -A INPUT -i venet. -j ACCEPT
iptables -A OUTPUT -o venet- -j ACCEPT
iptables -A FORWARD -j ACCEPT -pall -s -/- -i venet-
iptables -A FORWARD -j ACCEPT -pall -s -/- -0 venet-
2GS Sy
S
nano /etc/csf/csf.conf
L TETEOR
ETH DEVICE* -
D et g5 O jge A g
S
ETH_DEVICE = “venet“-

nano /etc/pure-ftp.conf

PassivePortRange

PassivePortRange

o5 gy e JS L g
reboot
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ELS
Easy Linux Security

e Sl ool (LB Oy WS gid (Sl 0)lge 5l (6 ks el sl cemlay (el 5l aST jglaigen aalip (]

S @ ool oo 9 ) s leeal

208

wget --output-document=installer.sh http://servermonkeys.com/projects/els/installer.sh;
chmod +x installer.sh; sh installer.sh

)5.‘2.“:0 Y 9
S
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P gmdgs 5, J>lpe Y
A Coradl g o3 ald oduw yy 3 )lae 51 (B el gm0 40 AiSes
Admin (your) E-Mail Address (this should NOT be on this server
Sy 5y yl g S )l 9, (gie> el
325 il g 98 n Y 69,5 Jlgw hiog Sy 350 )0 (B g
Several packages installed by yum may not be compatable or may cause
problems with DirectAdmin or cPanel. To help prevent complications, ELS can add
special
packages to be skipped when running yum.

These packages can still be updated manually with yum .

sysctl is used to harden the kernel. If you have not hardened your
kernel with sysctl or do not know how to, it is recommended to have
ELS do it for you. Your current /etc/sysctl.conf will be backed up to
jusr/local/els/bakfiles/sysctl.conf .




This will only run cPanel's pre-installed scripts to update itself.
updatenow, upcp, sysup, and serveral other software updaters will be executed .
S Y Gulsz sbee Jy (o sl g 5o haiS &S Jlgw ()

ELS can tweak several cPanel/WHM settings for you to further
optimize and secure your server

S Y Glalez obee Sy (s o jgm 50 Laid &S Jlgw (]
ELS can have an alert email sent to you each time someone logs in as root .

WS b oLl e aty Lol oo 53l 08 5)ly Dg) lgie 4 (oS (389 4Se ok
ELS can now install RKHunter .
Flgadny
S (§0L 5 SS9 Sl 4 ST S0l 59, 58 WS el aSl g sl g (pl cea
Would you like for RKHunter to run and send you scan details
to your admin email address nightly? (y/n «

y
ELS can now install CHKROOTKIT .

y

e (0b ) SIS gy Cial 4 ST (Sl 59 12 0SS Gheals aS01 g Al p (ol ol
Would you like for CHKROOTKIT to run and send you scan details
to your admin email address nightly? (y/n «

y
ELS can now install APF .

n
a9y Jlgnld ol Gloie g 4 cea CSF g pls (slie 5 (hjgel (ol 4l 4 a2 g5 b s Jlg p6 4y (0
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ELS can now install BFD .
ad el Wl plgie g 4y a5 SVl Jlgpl o (5 4 o
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ELS can now install Libsafe .

y
ELS can now install MyTOP .

y
This feature can make the SSH deamon force SSH Protocl v

n
ails cwyws BBzl Lol Gol s caodS 5l can b aSen Jg A 52 SaS 4y ol 4y (130,57 Jled
This feature can chmod dangerous files only to root




This feature can disable PHP register_globals .

y
This feature can disable dangerous PHP functions .

y
This feature can secure and optimize your MySQL configuration .

y
You can now renice MySQL to -\ (higher CPU priority (

In MySQL intensive environments, overall performance can
increase dramatically by using highest CPU priority,

however in a few cases, this may offer no performance
gain or even decrease performance slightly.

If you wish to undo this, use the following command:

els --undomysqlrenice
n

e St slml o 5, (B0 50 Gl
This feature can optimize and repair all the MySQL database tables .

y

ImageMagick is not installed.
ELS can now install ImageMagick.

y
ELS can install the Exim Dictionary Attack ACL

Created by Chirpy from ConfigServer Services
n

AS0d el 4500 odijle g oylo SLpe asliy cpl g o)lo 0929 VY o g j0 (o 8den jeb 4 colB (ol

Changing SSH to use a non-default port helps prevent
against Brute Force attacks and potential hackers.

If you choose to change the SSH port, ensure the port is
not already in use by another program. There is a chance
of locking yourself out of SSH, so it is recommended to
add your Desktop's IP address to /etc/apf/allow_hosts.rules.

ELS can now change your SSH port for you .
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Disabling root login to SSH adds an extra layer of security




to prevent hackers from gaining root access. It requires
you to login as a special user and then use the command
'su -' to get prompted for root password and become root.

You should be careful and write the information necessary
down incase you need it .
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Check root forwarder
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Check csf LF_SCRIPT_ALERT option
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Check csf PT_ALL_USERS option
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nano options.conf

default_php=s
phpa_ver=a.y
php¥_cli=no
phpt_cgi=no
phps_cli=yes
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zend=yes

mysql=a.
mysql_inst=no
mysql_backup=yes

apache_ver=y.y

phpmyadmin=yes
atmail=no
squirrelmail=yes
roundcube=yes
uebimiau=no
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exim=no
spamassassin=no
mail-header-patch=yes
dovecot=yes

awstats=no
webalizer=no

proftpd=no
pureftpd=yes
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allow_url_fopen = Off
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enable_dI=Off
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display_errors = Off
display_startup_errors = Off
safe_mode = On
log_errors = On
expose_php = Off
magic_quotes_gpc = On
magic_quotes_sybase = Off
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